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Where to Find the Latest Information

Agilent will periodically update product documentation. For the latest information about this wireless test
set, including software upgrades, operating and application information, and product and accessory
information, see the following URL: http://www.agilent.com/find/pxt

Is your product software up-to-date?

Agilent will periodically release software updates to fix known defects and incorporate product
enhancements. To search for software updates for your product, go to the Agilent software manager
website at

http://www.agilent.com/find/softwaremanager

PORTAN An active N6050AS software and technical support contract (STSC) is required to access the
software manager website (displayed above), together with the login credentials registered
by you or your company for activation. See the section on licensing in the Agilent PXT
Wireless Communications Test Set Getting Started Guide for instructions to activate your
STSC.
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Agilent N6061A LTE Protocol Logging and Analysis
User’s Guide

Introduction

Welcome to the N6061A LTE Protocol Logging and Analysis User’s Guide for the Agilent E6621A PXT
Wireless Communications Test Set (PXT). The purpose of this guide is to provide you with installation
instructions and user information for your logging and analysis software.

Latest Documentation

For the latest version of all documentation, please go to www.agilent.com/find/pxt.

Latest Software Application Releases

For the latest release of all PXT related software, please go to
http://www.agilent.com/find/softwaremanager.

An active N6050AS Software and Technical Support Contract (STSC) is required to access
the software manager website (displayed above), together with the login credentials
registered by you or your company for activation. See the section on licensing in the Agilent

PXT Wireless Communications Test Set Getting Started Guide for instructions to activate
your STSC.
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2 System Architecture

The N6061A application software runs on PCs using the Microsoft (MS) Windows XP/ Windows 7 operating
systems. It displays and stores protocol and event logs of the PXT. The stored log files can be replayed and
analyzed using this software and other advanced post-processing tools. The log files can also be exported as
HTML or pcap file types. The export to pcap and subsequent import into Wireshark allows examination of
signaling above the IP layer. The N6061A Protocol Logging and Analysis Application is connected to the PXT
via a private Ethernet interface to capture MAC and PHY message exchange. Figure 2-1 shows an example
N6061A log.

%) NBOB1A Protocol Logging and Analysis - [PCT Event Viewer] - - [E=EEr =)
[ File Configuration View Window Help HEE

[x] P ] E|E|E =]
Exit | Connect! Load PHY | scH Al pCT

PCT Event Message Clear Save As | Detal

M No. Time REN DIk | Protocol | RNTI | Layer Channels Length PDU Message Note -
6856 2010/06/03 01:42:47. 169 - - oL LTE OXFFFF RRC BCCH 15 SystemInforamtionBlockType
6857 2010/06/03 01:42:47. 186 2 s oL LTE OXFFFF  MAC et 7 DI Format 1a
5858 2010/06/03 01:42:47. 186 2 5 oL LTE OXFFFF  PHY PDECH 7 PHY_DATA
5859 2010/06/03 01:42:47. 186 - - oL LTE OxFFFF  RRC BCCH 15 SystemInforamtionBlockType:
6860 2010/06/03 01:42:47.229 24 0 oL LTE OXFFFF  MAC et 7 DCI Format 1a
6861 2010/06/03 01:42:47.229 24 0 oL LTE OxFFFF  PHY PDCCH 7 PHY_DATA
6362 2010/06/03 01:42:47. 229 - - oL LTE OXFFFF RRC BCCH 2] SysteminforamtionBlockType
6863 2010/06/03 01:42:47. 231 24 5 oL LTE OXFFFF MAC ct 7 DCIFormat 1a
6864 2010/06/03 01:42:47. 231 24 5 oL LTE OXFFFF  PHY FDCCH 7 PHY_DATA
6865 2010/06/03 01:42:47. 232 - - oL LTE OXFFFF RRC BCCH 15 SystemInforamtionBlockType
5866 2010/06/03 01:4 % 5 oL LTE OXFFFF  MAC et 7 DCI Format 1a
5867 2010/06/03 01:4 % 5 oL LTE OXFFFF  PHY PDECH 7 PHY_DATA
5863 2010/06/03 01:42:47. 241 - - oL LTE OxFFFE  RRC BCCH 15 SystemInforamtionBlockType:
5869 2010/06/03 01:42:47. 251 3 5 oL LTE OxFFFF  MAC et 7 DCI Format 1a
6370 2010/06/03 01:42:47. 251 3 5 oL LTE OXFFFF PHY FDCCH 7 PHY_DATA
6871 2010/06/03 01:42:47.251 - - oL LTE OxFFFF RRC BCCH 15 SystemInforamtionBlockType
6872 2010/06/03 01:42:47. 279 3 5 oL LTE OXFFFF MAC ct 7 DCIFormat 1a
6873 2010/06/03 01:42:47.279 30 s oL LTE OXFFFF  PHY FDECH 7 PHY_DATA
6874 2010/06/03 01:42:47. 280 - - oL LTE OXFFFF RRC BCCH 15 SystemInforamtionBlockType
5875 2010/06/03 01:42:47. 287 32 0 oL LTE OXFFFF  MAC et 7 DCI Format 1a
8876 2010/06/03 01:42:47. 287 32 0 oL LTE OxFFFF  PHY PDCCH 7 PHY_DATA
877 2010/06/03 01:42:47. 287 - - oL LTE OxFFFE  RRC BCCH 34 SystemInforamtionBlockType:
6373 2010/06/03 01:42:47. 289 32 5 oL LTE OXFFFF MAC Dct 7 DCI Format 1a
6879 2010/06/03 01:42:47. 289 32 5 oL LTE OXFFFF PHY PDCCH 7 PHY_DATA
6830 2010/06/03 01:42:47. 290 - - oL LTE OXFFFF RRC BCCH 15 SysteminforamtionBlockType
6881 2010/06/03 01:42:47. 306 34 s oL LTE OXFFFF  MAC et 7 DI Format 1a
6882 2010/06/03 01:42:47. 306 34 s oL LTE OXFFFF  PHY FDECH 7 PHY_DATA
5833 2010/06/03 01:42:47.307 - - oL LTE OxFFFF  RRC BCCH 15 SystemInforamtionBlockType:
5834 2010/06/03 01:42:47.352 3% 5 oL LTE OXFFFF  MAC et 7 DCI Format 1a
5835 2010/06/03 01:42:47.352 3% 5 oL LTE OxFFFF  PHY PDCCH 7 PHY_DATA
5836 2010/06/03 01:42:47.352 - - oL LTE OxFFFE RRC BCCH 15 SystemInforamtionBlockType
) No Operation Loaded File Namessuccess tm500 mre.ldm Demonstration Key expires 31/12/2010

Figure 2-1: Example N6061A log
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3 Installation and Setup

Personal Computer Requirements

Processing large amounts of time critical data is an inherent requirement of the logging function. A high

performance desk- top style computer with expansion capacity for additional Network Interface Cards (NIC)
or adaptors is recommended.

Minimum System Requirements ‘

Operating System

Computer running Windows XP or Windows 7

Communication
with Test Set(s)

Ethernet

RAM (Memory)

4 GB RAM (Minimum)

Processor

>2.5 GHz Intel Pentium® Quad core or equivalent

.NET Framework

Version 2.0 or later

NOTES:

1. Consideration for storage space should be given for storing logs and supporting documentation.

2. A clean installation of the Operating System is required to ensure freedom from Ad-ware, Spy-ware,
updaters, and other processor resource consuming applications. For expected performance, Antivirus
software should not be running.

3. Connecting the PXT and logging PC to a network is not recommended.

Downloading the Latest Version of N6061A Protocol Logging and Analysis

Software

To ensure you have the latest version, the N6061A software is downloaded from the Agilent software
manager web site. To access the download site, you will first need to register and activate your N6050AS
Software and Technical Support Contract (STSC) for the E6621A PXT.

If you have not already done so, follow the instructions on your N6050AS Entitlement Certificate to activate
your Contract. For more information on activating licenses, see the section on licensing in the Agilent PXT
Wireless Communications Test Set Getting Started Guide.

On the www.agilent.com/find/softwaremanager download site, locate the N6061A Protocol Logging and

Analysis Software, and save it to a location on your PC.

Locate the file on your PC and double-click the setup file to install the software. Follow the on-screen
instructions to complete the installation.

Before running the software, plug your N6061A USB license key into your PC.

Always check the release notes for the latest information about any known
issues and other important information about your product. Release notes are
available for download from www.agilent.com/find/softwaremanager
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4 Using the N6061A Logging and Analysis Application

Connect the PC to the E6621A PXT using an Ethernet cable, either directly or via a private Ethernet hub.
Configure the IP addresses and subnet-mask as shown in the table below.

Agilent E6621A Agilent N6061A Protocol

PXT Logging and Analysis PC
IP address 192.168.1.60 192.168.1.135
Subnet Mask 255.255.255.0 255.255.255.0
Gateway not required not required

Start the N6061A Protocol Logging and Analysis application from the Windows Start menu by selecting
Start, All Programs, Agilent PXT, N6061A Protocol Logging and Analysis, N6061A, or by double-clicking on

the desktop icon. MEOELA

Configuring UE Attributes on the N6061A

On the N6061A, the Configuration option on the menu bar allows you to specify attributes of the UE under
test.

M N6061A Protocol Logging and Analysis
W ITERRGN View  Window  Help
Auto Config

DREs Configuration

BW Configuration
Log Mask,

Figure 4-1: Set the Logging Attributes.

The “Auto Config” option enables you to configure the N6061A Dedicated Radio Bearers (DRBs) and BW
configuration automatically from information sent by the PXT and stored within an LDM log file, rather than
manually from the Configuration menu. LDM log files created prior to version 6.3 of the N6061A will not
contain this information and will require manual configuration of the DRBs and BW.
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The Configuration menu also displays the “Log Mask” submenu. Configure which channels you want to log
by ensuring there is a checkmark next to each selected channel.

m For SCH PDUs, the log mask has two modes: short and long. When set to short,
PDUs are truncated to save bandwidth on the connection between N6061A and
E6621A. This mode is useful for seeing short messages, or to see that a PDU was
present if you do not care about the specific content. When set to long, the entire
PDU is transferred to the N6061A for completeness.

Log Mask Setting IXI

=[] L1/L23

] PCFICH

PHICH

PDCCH

PDSCH(with DTCH Short]
] PDSCHIwith DTCH Long]
[] BCCH{MIE SIB)

PUCCH

PRACH

PUSCH(with DTCH Short]
] PUSCHIwith DTCH Lang]

] Cancel

Figure 4-2: Select Logging Channels on the Log Mask

Capturing a log
Click the Connect button (or select File, Connect) and enter the IP address of the PXT to which you wish to
connect in the pop-up window. If the connection is successful, you will see a green light and Online status
message at the lower left corner of the application window, the “Connect” button will change to
“Disconnect” and the “Logging” button will become active.

‘i N6061A Protocol Logging and Analysis

File Configuration Yiew Window Help

o 7 0| &5| @
Exit Connect | Looging | Load Pause

1P : |192.168.1.6D

Ok | Cancel |

I e Mo Cperation I |Dem0nstrati0n Key expires 31f12{2010 /J

Figure 4-3: Connection Setup Window
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Choose the information views you want to record and analyze. The example below shows the RRC logging

view. You can select any number of the individual views. These can be arranged in a variety of ways on your
display using the Window options in the menu bar

&) NB061A Protocel Logging and Analysis - [RRC Control Message Viewer]
D File Configuration View Window Help

— [-[=]x]
= .:- .:-
E)Gt Connect Logglng Load Pause Clear All C

F)
RRC Control Message

Cell IDv

Time

RRC Message

Figure 4-4: Setting Up the RRC Logging View
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Viewer Setup

In each of the view windows, you have the choice of how you want to see the information. Each window has
the same options:

{4/ NBOBLA Protocol Logging and Analysis - [RRC Control Message Viewer] =n =R ==
E File Configuration View Window Help |T||?"?

(%] ” 9 & [ ] e
Exit Connect | Loaaging Load Fause Clear Al

RRC Control Message

CellID RRC Message

Figure 4-5: Changing the Information Display

There is now a Clear All option on the left-hand side of the RRC view selection
shown in Figure 4-5, above. Selecting this button enables you to clear all views at
the same time.

Task Performed

Clear Clears the Message Viewer

Save As Saves a range of messages in the current view to an .Idm file.
Select the 1st and last message using the “No.” column as the index.
Select Apply then select the filename to save the selected messages to a log file (.Idm)

Detail Displays the detailed decode and the raw received hex of a selected message.

Filter Filters the displayed messages. You can choose to enable or disable logged messages
either by logical channel or by individual message types.

In software version > 6.4, there are two additional filter options for DCI Format 1A:
DCI Format 1a (SI) enables you to exclude all DCI Format 1A System Information
messages (these occur very frequently and can make it hard to see other messaging).
DCI Format 1a (Other) enables you to exclude these DCI Format 1A messages:
RA-RNTI, P-RNTI, and C-RNTI.
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Logging
Once the connection is established, you can start logging the over-the-air messages between the PXT and

UE to a file. By simply clicking on Logging from the File menu or the Logging button, you can save the
logging data from the enabled views.

N6061A Protocol Logging and Analysis
Fie Configeanon . v now . Hag

| 5
:?’I}H-.':f-

=]
e |

R i BTy

Figure 4-6: Set the Logging File Details

Only the messages displayed in the views currently open are stored in the .Idm file
when the “Logging” feature is in use.

| NOTE |

m In software version > 6.4, you can change the maximum file size you wish to save
by selecting File > Max Log File Size. The default value is 50 Mbytes, but you can
modify the maximum size to fit your requirements. When the maximum file size is
reached, a new log file will be created — this prevents log files reaching
unmanageably large sizes.

Replaying previously recorded logs

With the N6061A, you can load and replay saved .Idm files. If the N6061A is connected to an E6621A PXT
you must first select the Disconnect key in order to load previously-recorded message logs. When no active
connection with an E6621A exists, the Load button (and the File, Load option) is enabled and you can load
previously-recorded log files (.Idm).

m When replaying a previously-recorded message log, only the views that were open
when the log was recorded are displayed.
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Exporting Logs to HTML Format

To enable simple viewing of logs without the need to use the N6061A, it is possible to convert logs to HTML
format for viewing with a web browser.

To convert an .Idm file to HTML, follow these steps:

m The log to be converted must already exist as an .Idm file.

1. On the File menu, select Export to HTML.

2. Inthe popup window, select Open and browse to find the .Idm file to be converted.

Convert ldm to html document

Idm file: + |E:heys_info.ldm

Canwert

3. Select Convert.

4. When complete, the following pop-up is shown.

Converting Completed!!

The converted log will be stored at the same location as the original .Idm file in a folder named
“converted_<original_Idm_file>\index.html".

= Message List for Message Log Message Analyzer E:\sys_info.ldm - Windows Internet Explorer
@;; - |@E:1,Convert to sys_info.ldmiindex.html V| *2|| % |

File Edit View Favorites Tools Help

= - »
12? ff}} [@Message List for Message Log Message Analyzer Exis... ] l @ - [B oo L;}’EEQE < ",9) Tonls ~

Message Analyzer E:\sys_info.ldm

Time RFN SFN DIR Protocol RNTI Layer Channels Length PDU Message Note

Frame 4 (6 bytes) ~

LTERLC Layer (BCCH) OFFSET 00 01 0Z 03 04 05 06 07 08 09 OA OB OC OD 0E OF 0123456789ABCDEF
TMD FDU

LTERRC Layer (DL_BCCH) 00000000 00 04 00 20 22 40 ... "B

.BCCH_DL_SCH_Message PDU
.. value BCCH-DL-SCH-Message ==
..message cl : systemInformation
. crificalExtensions systemInformation-r8 :

. cellReselectionlnfoCommon

.. g-Hyst dBO

. cell[ReselectionServingFreglnfo
threshServingLow 0,

£

d My Computer E100% -

Figure 4-7: Converted HTML Log File
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Clicking on any value for each message in the message summary frame will show the detailed decode and
hex data for that message in the lower frames.

Exporting Logs to pcap Format

To enable simple viewing of logs without the need to use the N6061A, it is possible to convert logs into the
pcap format for viewing with Wireshark which is a network protocol analyzer tool.

pcap is the file format used by the Wireshark logging tool. Together with a custom plug-in dissector dll,
these pcap files can be read by the Wireshark tool enabling access to the feature set.

To convert an .Idm file to PCAP, follow these steps:

The log to be converted must already exist as an .Idm file.

1. On the File menu, select Export to PCAP.

2. Inthe popup window, select Open and browse to find the .Idm file to be converted.

Convert [dm to pcap

Idrm file : |C:\Log_FileshTC_204_2 ldm

Cornvert

3. Select Convert.

4. When complete, the following pop-up is shown.

I Result @ I

Converting Completed!!

The converted log is stored at the same location as the original .Idm file. The file is named
“<original_Idm_file>.pcap”.

10
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5. Now you can open the file using Wireshark as shown in the figure below.

] TC 208 1.peap [Wireshark18.1 (SVN Rev 43946 from /trunk-1.8]]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

SR DEXEE AesDTL QQ&E| @ EMR%|E

Filter: [] pression... ciear gty Save
No. Time Source Destination Protocol Length Info
1 0.000000 PXT/N6061A 44 Random Access Preamble
2 0.015600 LTE RRC UL_CCCH 81 RRCCONNECtionRequest
3 0.015600 PXT/N6061A 46 RRCCOnnectionRequest
4 0.015600 MAC-LTE 7 RAR {(RA-RNTI=2, SF=0) (RAPID=7: TA=l, UL-Grant=77484, Temp C-RNTI=12)
5 0.015600 PXT/NE0ELA 7 RRCConnectionsetup
6 0.031200 LTE RRC DL_CCCH 67 RRCConnecti onsetup
7 0.046800 RLC-LTE 789 [UL] [aM] SRE:1 [DATA] (P) sn=0 [60-bytes]
8 0.046800 PXT/NB061A/NAS-EPS 95 RRCConnectionsetupComplete , Attach request, PDN connectivity request
9 0. 046800 PXT/N6061A/NAS-EPS 79 pLInformationTransfer , Authentication request
10 0.046800 RLC-LTE 45 [DL] [aM] SRB:1 [CONTROL] ACK_SN=1
11 0.046800 RLC-LTE 89 [pL] [am] srB:1 [DATA] (P) sn=0 [44-bytes]
12 0.062400 RLC-LTE 789 [uL] [aM] SrRB:1 [CONTROL] ACK_SN=1
13 0.202800 RLC-LTE 789 [UL] [AM] SRE:1 [DATA] (P) sn=1 [27-bytes]
14 0.202800 PXT/N6061A/NAS-EPS 62 ULInformationTransfer , Authentication failure
15 0.202800 PXT/N6061A/NAS-EPS 79 pLInformationTransfer , Authentication request
16 0.218400 RLC-LTE 45 [DL] [aM] SRB:1 [CONTROL] ACK_SN=2
17 0.218400 RLC-LTE 89 [pL] [am] srB:1 [DATA] (P) sn=1 [44-bytes]
18 0.218400 RLC-LTE 789 [uL]l [Am] srB:1 [CONTROL] ACK_SN=2
19 0.405601 RLC-LTE 789 [UL] [AM] SRE:1 [DATA] (P) sn=2 [15-bytes]
20 0.405601 PXT/N6061A/NAS-EPS 50 ULInformationTransfer , Authentication response
21 0.421201 PXT/N6061A/NAS-EPS 56 pLInformationTransfer , Security mode command
22 0.421201 RLC-LTE 45 [DL] [aM] SRB:1 [CONTROL] ACK_SN=3
23 0.421201 RLC-LTE 66 [DL] [am] srB:1 [DATA] (P) sn=2 [21-bytes]
24 0.436801 RLC-LTE 789 [uL] [am] srB:1 [CONTROL] ACK_SN=3 Il [u] [av] sre:1 [DATA] (P) sn=3 [16-bytes]
25 0.436801 PXT/NB061A/NAS-EPS 51 uLinformationTransfer , security mode complete
26 0.452401 PXT/NE061A 43 SecurityModeCommand

<[ i

& Frame 14: 62 bytes on wire (496 bits), 62 bytes captured (496 bits)
DLT: 155, Payload: pxt (PXT Protocol)
= PXT Protocol Header
Physical cell Td: 0
Bandwidth: 10 MHz BW (0x10)
RFN: 516
TTI: 8
channel Type: DCCH (0x62)
pirection: uplink (1)
Layer: RRC (0x01)
RNTI: 0x000c
£ UL-DCCH-Message
= message: ¢l (0)
= cl: ulinformationTransfer (9)
= ulznformationTransfer
= criticalextensions: ¢l (0)
© c1: ulInformationTransfer-r8 (0)
= ulInformationTransfer-rg
= dedicatedInfoType: dedicatedInfoNas (0)
dedicatedInfoNAs: 075¢15300ecd2d354560a8a85ac0273c4b09bs
= Non-Access-stratum (NAS)PDU
0000 .... = security header type: Plain NAS message, not security protected (0)
. 0111 = protocol discriminator: eps mobility management messages (0x07)
NAS EPS Mobility Management Message Type: Authentication failure (0x5c)
EMM cause
authentication Failure Parameter (uMTS and EPs authentication challenge)

0000 16 00 01 00 00 00 00 00 10 04 02 00 00 08 62 01 b
0010 03 Oc 00 00 00 00 00 QO 00 00 00 00 00 00 00 00

0020 00 00 00 00 00 00 00 00 EX NPT TR RFT G
(WWE{ A5 ab a8 ac 15 15 0Ob 58 04 e7 89 61 36JE] .

Frame (52 bytes) | Unaligned OCTET STRING (19 bytes)

(@] M UL-DCCH-Message (Ite-rre.UL_DCCH_Mess. Packets: 3623 Displayed: 3623 Marked: 0 Load time: 0:00.042

Figure 4-8: Converted PCAP Log File viewed using Wireshark

Clicking on any value for each message in the message summary frame shows the detailed decode and hex
data for that message in the lower frames.

Wireshark Instructions

The following information explains how to install, set preferences, and use filters to view log files in
Wireshark.

Installation

1. Install Wireshark onto your PC - either a 32 bit or 64 bit version of the tool. Wireshark versions 1.6.x
and 1.8.x versions are supported with version 1.0.0 of the DLL. Wireshark versions 1.10.x are
supported with versions 1.0.10 of the DLL. Earlier (or later) versions may not be compatible with the

custom plug-in dissector DLLs. (Obtain this dissector DLL here:

www.agilent.com/find/N6061A-wireshark-dissector.)

To find out the version required for windows 7, click on start, right-click on computer, and select
properties. In the system section you should see the system type, either 32 or 64 bit.
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System
Manufacturer:
Model:
Rating: :-11 Windows Experience Index
Processor: Intel(R) Core(TM) i5 CPU M 560 @ 2.67GHz 267 GHz
Installed memory (RAM):  4.00 GB (3.80 GB usable)
System type: 64-bit Operating System
Pen and Touch: Mo Pen or Touch Input is available for this Display

Figure 4-9: PC Operating System

To determine the version of the DLL, hover over the file icon of the file or right-click on the file, select
Properties, and then Details.

2. Place the appropriate supplied DLL into the following directory.

C: \Program Files\Wireshark\ plugins\<Wireshark version number>\
This assumes Wireshark has been installed into the default location - if not, find the install location
and locate the sub-directory named "plugins\<Wireshark version number>"
There are two versions of the DLL named either:
e pxt_win32.dll or
e pxt_win64.dll

Win32 Wireshark on win32 should use the win32 DLL and Win64 Wireshark on win64 should use the
win64 DLL.

Choose the version of the DLL based on the version of Wireshark that you are using (see step 1, above).

3. The Wireshark shortcut contains a link to Wireshark with a “-0” option as shown below.

C:\Program Files\Wireshark\wireshark.exe -o "uat:user_dlts:\"User 8

(DLT=155)\",\"pxt\",\"0V" \"\" \"0\" \"\"™

The path to the Wireshark executable may need to be altered, depending on
your original installation location. If you installed Wireshark in the default
location, the supplied shortcut is correct.

4. You can now load pcap files generated by the N6061A tool into Wireshark.

Setting Wireshark User Preferences

A few user preferences must be set inside Wireshark to enable recursive decodes (for example: SIP packets
contained in IPv6 packets, PDCP packets, RLC packets, and MAC transport blocks can be decoded in one

step).
1. On Wireshark, select Edit, Preferences. A pop-up box is displayed.
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2. Select the + sign next to Protocols on the left-hand side menu and select MAC-LTE. Then click on the
LCID ->DRB Mappings Table as shown below.

-
i Wireshark: Preferences - Profile: Default i - “ - 0 |l S|

LWAPP
LWRES
M2PA
M2UA

MAL- [elnel
MATE

MD5 Header
MEGACO
MEMCACHE
MGCP
MIKEY
MIME multipart
MONGO
MP4V-ES
MPLS

MPIS Frhn

i MAC-LTE

w

MNumber of Re-Transmits before expert warning triggered:
Atternpt to decode BCH, PCH and CCCH data using LTE RRC dissector:
Dissect frames that have failed CRC checke [}
Try Heuristic LTE-MAC over UDP framing:  [[]
Attemnpt to dissect LCID 182 as srb1&2:
Source of LCID - drb channel settings: | From static table [+]

LCID -> DRE MapplngsTablEI i Edit... ||

BSR size when warning should be issued (0 -63): |50

m,

Track status of SRs within UEs:

Which layer info to show in Info column:  |RLC Info |E|

[ ox [ ey || cone

Figure 4-10: LCID -> DRB Mappings Table

The LCID -> DRB Mappings Table must be edited to match the radio bearer configuration inside
your scenario file. The tool needs the mapping of logical channel identity (LCID) onto RLC mode
of operation (AM, UM with sequence length 10 or UM with sequence length 5). For many
scenario files, including the default ones you received in software version 6.4, the settings below
should suffice for MAC-LTE.

Changing scenario files may require that you change these preference settings
because they are retained when you close and re-open Wireshark.
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3.

4.

[ Static LCID -> drb Table - Profile: Default =N =R <
lcid  drbid (1-32) RLC Channel Type
LCID3 1 UM, SN Len=10
LCID4 2 UM, SN Len=10
Up LCIDS 2 UM, SN Len=10
Down
Edit..
Copy
Delete
S e

Figure 4-11: Static LCID -> drb Table — Profile Default

Inside the preferences for RLC-LTE, set the Call PDCP Dissector for DRB PDUs to ‘12 bit SN’ (the
most commonly used option — if your scenario file uses smaller SN length for PDCP, select this). This
passes the contents of RLC PDUs to the PDCP layer for analysis.

Ve

- LA = [ 5 [

.
i Wireshari: Preferences - Profile: Default e .

=

-
RADIUS RLC-LTE

RANAP
RDT
RELOAD
RIP

RLC-LTE

RPCAP
RSVP
RSYMC
RTCP
RTMPT
RTP

RTP Event
RTPS2
RTSP

RUA

RUDP
S1AP
SAMETIME
SASP
SCCP S

e,

Do sequence analysis for AM channels:
Do sequence analysis for UM channels:

Call PDCP dissector for SRE POUs:

MNo-Analysis
No-Analysis

0

| Call PDCP dissector for DRB PDUs:

12-bit SN

Call RRC dissector for CCCH PDUs:
Try Heuristic LTE-RLC over UDP framing:

May see RLC headers only:

]

‘a

0

[

oK

]

Apply

| [ ]

Figure 4-12: Wireshark Preferences — RLC-LTE

Inside the preferences for PDCP-LTE, select the checkbox labeled Show Uncompressed User-Plane
data as IP. This sends the contents of PDCP PDUs to the IP layer for decode.
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i Wireshark: Preferences - Profile: Default E@

os1 “ | | -PDCP-LTE

P MUL IShnw uncompressed User-Plane data as IP: I

PacketBB Show unciphered Signalling-Plane data as RRC: [

PAPL Do sequence number analysis:  |No-Analysis E|
PCAP
PCLL

Try Heuristic LTE-PDCP over UDP framing: [
PDCP-LTE
Traticinro [ ~] |

PER I Which layer info to show in Info column:

Attempt to decode ROHC data: [

PGM
PGSQL
PKCS12
PKT CCC
PN-RT
pPOP

PP

PPP

PPP MP
PPPOED
PRES
PRP
PVFS
Q31
QUAKE o

o ] [ conn

Figure 4-13: Wireshark Preferences — PDCP-LTE

m

If you are using Wireshark 1.8.x or later, inside the preferences for PDCP-LTE, set the drop-down box that

selects Which Layer Info to Show in Info Column to ‘Traffic Info’.

1.

Verifying Wireshark Preferences

To test if the DLL is being used by Wireshark and if the user preferences are taking effect, load an
example log file. (You can use the “pinglog.pcap” file that is available when you obtained the other
N6061A .dlls.) The decode should look a little like that shown below. Note that the Filter box at the
top left of the main page has been configured to ignore ‘PHY’ messages by entering the following
term: !(pxt.header.layer == "PHY").
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ipmmﬁmmmlwm_mm . -
Heee cRXEE AevaTL Qeaan ean8 % 3@
[T —— =] Expression-. Clems sl

| Ne. Dwectszn Source Destination Protecel Length RFN ENTL Into
T AT LT EEELE e e L G i A — AR UL w3 Y Lty s f— U Cws ]
13 uplink  2012.05.29 16 136126 LTE BAC UL_DECH 789 301 owpooe  [UL] [a] SAE:1  [cowThoL] MUN-! Il secur
12 Conlink  2012-03-29 16: 15012 BLE-LTE 45 32 0w000¢  [DL] [av] SRE:1  [cowTRoi]
15 ponnlink  2012-05-20 16:00:02. 150124 LTE RAC DLDCCH 53 292 OWO00C Ubcapabilitytrquiry W‘C-ﬁu*”fﬂ (€] hyﬂs data) [B-bytes]
16 uptnk  2012-05-29 16:00:02.165123 LTE RRE uL_DCCH 789 304 gmo00c [ue] [aw] sesrl [CowtRol]  ack_sw vecapabi Heytnformation  mac=0n3fils
17 oonmlirk  2012-05-29 16:00:02.179122 RLC-LTL 45 395 owo00c  [oc] [aw] Sasil [cowteol] i
16 pownlink  2012-05-29 16:00:02. 179122 LTE RAC GL_DCCH 134 396 Oxd00c  mecConnectdonmeconfiguracion attach accepr  activate default ers bearer contest re
19 uptirk  2012-05-29 16:00:02. 196120 LTE RAC UL_DCCH 783 397 ONO0OC  [UL] [aM] SRSID [CONTROL]  ACK_SNeS 11 meeconnectionkecontgurationconp et
I0 pownlink  3017-05-39 16 . 249114 ELC-LTE 4% A0E Ox000C [o] [am] SRE:1 [CONTROL]  ACK_SNwf
71 pownlirk  2017-0%-20 16 -263113 AL -LTE 43 403 0x000C  BL-SCw: (SF=R) UKIded  (Timing advance} (Pacdding:remainder)
72 uptirk  2017-05-29 16 - 302109 LTE RAC UL_DCCH  TER 407 0x000c  winformationfransfer attach cosplere activate default KPS bearer conText accept
27 bownlirk  2012-05-20 16:00:07. 314106 i RLC-LTE 45 408 0x000c  [0L] [au] SAm:?  [CONTROL] ALK _SN=1 .
BADG3. 222156, 141,115, 37 IoHF Fan
! - A13. 37 1. - £ T
222156241, 115, 37 ICHP ; L
765 156, 2 1,115, 37 ICHP THe
,

- EXTEREION: WAL
= LEID: Padding (0x1f)
u rq:nﬁ' weadroom (10 <= P < 11}

= meserved: 0

= Power Headroom Level: 10 «= pH o« 11 (33)
B w: 850 (lcgid=0 B3 = 03
= Logical channel Group Io: 0
Buffer Size: #5 = 0 (0)

TE (SRE:LD [ui] [am] i1 [BaTa) (R sn=0 [97=bytas]
[coneext]

'01|-l<:1u| uplink (0)]

Le mpde: acknow]edged wode (4]

9»1«( aj

ﬂnmﬂ mu SR (43]

Charnel 10: 1]

PO mg‘h 4]

= A Header  (F) sneD
1 = Frame type: Data POU {(0x01)
Re-segmentation Flag: D FDU (0x00)
Palling Bit: Status report fs requested (Oxo1)
Framing Info: First byte begint a BLC SDU and Jast byte ends a RLC SDU (Ox00)
. = Extersion: Data field follows from the octet following the fixed part of the header (Ox00)
.00 0000 0000 = Stquence Nusber: O

S0

prfiguration: (direction=Uplink, plane=5ignallingd]
pirection: wplink (0}]

wlane: signalling (13]

channe] Type: occH (13

charnel 1d: 1]
RO Camgression:
=2:0. 9000 = Saq b

ralse]

Flgure 4-14: Wireshark Filter — View: Ignoring PHY Messages
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2. Wireshark offers a rich variety of options for filtering and presentation. For example, enter ‘icmp’ into
the Filter box on the main page to view only the ICMP entries (see below). These entries are decoded
from MAC transport blocks, containing RLC PDUs, containing PDCP PDUs — and all of the additional
header information.
ﬁmm [Wireshark 1.5.Tpeteg {5V Rev Unknovn fram unimown]]
Eide Edt Yiew Qo Coptue @nahoe Jlatntcs  Telephony Jook [ntemals  Hep
BN EENEE Ass TR aeaneEn g 2
Filter: | icmp.
Dwection Length  REN ENTI Infa
2 0 lp ng) rtquil 3 o+ stgebl /15616, =
25 1 ping) reply €
uln (ping) r«luur 2 tﬂ-li'l(EO byns
i 7a9 628 0n000C Echo (ping) reply Ad=0x00L, iul-ﬁ?f].i!?} te1=255(60 bytes
156, .m 115.37 156,141,112, 22 TcHp 107 727 0x000c  Echo (ping) request 1d=0x0001, seqe63/16128, trl=128(60 bytes
100 156,141,112, 222 156. 141. 115, 37 IcHe 789 728 0x000c  Echo (ping) reply  1d=O0x0001, seqe63/16128, tt1-255(60 bytes
: 156.141.115.37 156,141, 112, 22 TCMP 107 827 0x000c  Echo (ping) reguest 1d=0x0001, seq-64/16364, tel=128(60 bytes
- ) 156.141.112. 222 156.141.115. 37 IcMp 789 B28 0x000c  Echo (ping) reply  1d=0x0001, seqe64/16388, Trl=255(60 byres
- - 156.141.115.37 156.141.112,22 ICuP 107 628 Ox000C Echo (ping) request 1d=0x000L, 5eqe65/16640, Trl=128(60 byres
-05-. H 990640 156.141.112.222156.141.115, 37 ICHP 789 829 0x000c Echo {ping) reply Ad=0x0001, 3eq-65/16640, trl=235(60 bytes
=05= 100 156.141.115.37 156.141.112,22 TCMP 107 928 Ox000C Echo (ping) request d=Dx0001, seq-66/16896, trl=123(60 bytes
35 Uplink =05 100:27. 156.141.112.222156.141. 115, 37 ICMP TES 929 Ox000C Echo (ping) reply d=0x0001, seqe86/16806, trl=235(80 bytes
36 Down] fnk =05-29 16:00:28, 982441 196.141.115.37 136.141.112, 22 TP 107 4 0x000¢C Echo (ping) request 1ds0x0001, seqef7/ 17152, trl=128(60 bytes
37 uplink =05-29 16:00:29, 046434 156.141.112.222156.141.115, 37 TOHP TES 6 Ox000C Echo (ping) reply idwOxnoo , smrnh}?. erl=2S5(60 bytes
38 pownlink 2012-05-29 16:00:29, 978341 156.141.115. 37 156,141,112, 22 TeHP. 107 104 On0O0C Echo (ping) request d=0x0001, seq=68/17408, Trl=128(60 bytes
29 uplink 2012-05-20 16:00:30. 000339 156.141.112.227156.141.115. 37 T0MP 789 106 0x000c Echo (ping) reply 4d=0%0001, £eq=68,/17408, Tr1=255(60 bytes
(Cnannei IypeT OKE (5)]
[channel 10: 1]
[POU Length: 64]
[ Seguence number Tength: 10]
W header
o0, . rved: 0
B ing Info: First byte begine a RLC SDU and Jast byte ends a RLC SDU (0)
a Extension: Data field follows from the actet follawing the fixed part of the header (0)
D0 0000 0000 = Sequence nusber: O
= nlrn LTE (SN=0) (60 bytes data)
4 [configuration: (direction=oownlink, plane=userl]
[pireccion: pownlink (1]
[Flane: user (23]
[channel type: occe (13]
(channel 1d: 1]
[%0 Header Ppu: 0]
Figure 4-15: Wireshark Filter - View: ICMP Entries Only
3. Goto the lower pane of the Wireshark log and select the + sign next to the MAC-LTE DL-SCH header.
The RLC-LTE data is revealed. Select the + sign next to the RLC-LTE header and the PDCP data is
revealed. Select the + sign next to the PDCP-LTE header to reveal the PDCP content.
Notes
1. |If RLC PDUs are segmented, it is possible for Wireshark to re-assemble and then decode the PDCP
PDUs (and therefore the IP packets inside) in version 1.10 and later. Make sure you enable sequence
analysis as ‘Only-MAC-frames’ in the RLC-LTE configuration, as shown below.
i Wireshark: Preferences - Profile: Default
RELOAD
o RLC-LTE
RIP .
Do sequence analysis for AM channels:  |Only-MAC-frames E
RLC
RLC-LTE Do sequence analysis for UM channels: |Only-MAC-frames E
RPC Call PDCP dissector for SRB PDUs:  []
RPCAP Call PDCP dissector for DRB PDUs: | 12-bit SN I~
RSH
RSL Call RRC dissector for CCCH PDUs:  [[]
RSVP Try Heuristic LTE-RLC over UDP framing:
RSYNC May see RLC headers only: [
RTCP Attempt SDU reassembly:

Figure 4-16: Wireshark Preferences — RLC-LTE

17



Agilent LTE N6061A Protocol Logging and Analysis

User’'s Guide

2. In PDCP-LTE, it may be useful to check the box named “Show Unciphered Signaling Plane Data as
RRC” if you have converted from an SCH only N6061A file.

Tips

Ensure that you have the correct plug-in: 32 or 64 bit. See Installation, step 1, above.

Verify that you have the correct version of DLL for the version of Wireshark you are using (see the
Installation instructions above).

Verify that you located the plug-in in the correct location.

There may be several different versions of Wireshark on your PC. If several versions of Wireshark
are installed, verify that you have copied the dll to the correct directory in use. A new installation of
Wireshark may require you to copy the dll to the new version folder.

Verify that there are not duplicate copies of the plug-in. Using different names, does not prevent
problems with start-up. Wireshark crashes halfway through the start up process, if you have
multiple copies of the dll on your PC even though they have different names.

Verify that the shortcut points to the Wireshark .exe location.
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b Using the API to control the N6061A remotely

A remote control APl is provided that enables you to control the N6061A Protocol Logging and Analysis
application from any programs you write. You can control the N6061A from the same PC on which the
N6061A Protocol Logging Application is running or from a separate PC.

Logging

System
Control System (N6OB1A
(N6061A API) Application)

E6621A

Figure 5-1: Typical API Controller Configuration

m You can control multiple “Logging Systems” from a single Control System. Each
Logging System connects to a single PXT. In this configuration, the Control System
and the “Logging Systems” must be on separate PC.

Downloading and installing the API

The application programming interface for the N6061A is provided via a Windows DLL designed for PCs
running a Windows XP or Windows 7 operating system. It can be downloaded from
www.agilent.com/find/softwaremanager by users with a current Software and Technical Support Contract
(STSC). The API download package contains the DLL and header file. Please read the N6061A software
release notes for the latest product information.

API Commands

The version of the N6061A Remote Control API DLL can be obtained by:

m int N6061A_QueryDIIVersion(char* version)

output parameter: string with APl library version information

return value: Error code. See “API Error Codes” for a list of possible error codes.

The N6061A Remote APl is initialized by calling:
m int N6061A _Initialize(int Port)

input parameter: User-defined UDP port opened by the API and used for communication to the N6061A.
return value: Error code. See “API Error Codes” for a list of possible error codes.
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The connection between N6061A Remote Control APl and N6061A application is established by:

m int N6061A_ConnectLoggingSystem(char® ip_addr, int port)

input parameters: IP address(string) of the system running the N6061A and the UDP port that the
N6061A listens to for remote control commands (the port number is a fixed value and must be 10003).
return value: (positive value) Logging System ID, or (negative value) Error code. See “API Error Codes”
for a list of possible error codes.

NOTE: The N6061A must be running on the Logging System PC prior to calling this function.

The connection between N6061A Remote Control APl and N6061A application is closed by:
m int N6061A_DisconnectLoggingSystem(int ID)

input parameter: Logging System ID returned from N6061A_ConnectLoggingSystem()
return value: Error code. See “API Error Codes” for a list of possible error codes.

The version of the N6061A application can be obtained by:

m int N6061A_QueryLoggingSystemVersion(int ID, char* version)

input parameter: Logging System ID returned from N6061A_ConnectLoggingSystem()
output parameter: string with API library version information

return value: Error code. See “API Error Codes” for a list of possible error codes.

The connection between The N6061A application and PXT is established by:

m int N6061A_Connectinstrument(int ID, char” ip_addr, int port)

input parameters: Logging System ID, IP address(string) of the PXT to connect to, and the UDP port to
use for communication between the PXT and the N6061A (the port number is a fixed value and must be
4736).

return value: Error code. See “API Error Codes” for a list of possible error codes.

The connection between the N6061A application and PXT is closed by:

mint N6061A_Disconnectinstrument(int ID)

input parameter: Logging System ID

return value: Error code. See “API Error Codes” for a list of possible error codes.

Logging to an .LDM file will be started by:

mint N6061A_StartLogging(int ID, char® filename);

input parameters: Logging System ID and full path to the logging file to be created. Note: If the file
already exists, it will be silently overwritten.

return value: Error code. See “API Error Codes” for a list of possible error codes.

Logging will be stopped by:

mint N6061A_StopLogging(int ID);

input parameter: Logging System 1D

return value: Error code. See “API Error Codes” for a list of possible error codes.

The captures LDM file can be converted to HTML by calling:

mint N6061A_ConvertLogLdmToHtml(int ID, char” filename);

input parameters: Logging System ID and the full path to the logging file to be converted.
return value: Error code. See “API Error Codes” for a list of possible error codes.

To finish using the API and close all ports, call:
mint N6061A_Finalize(void)
return value: Error code. See “API Error Codes” for a list of possible error codes.
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API Error Codes

The table below describes the possible error codes returned by the N6061A API.

Error Code Description

Positive value Connection ID.
Applicable to N6061A_ConnectLoggingSystem() only.

0 No error

p API not initialized.

Ensure N6061A _Initialize() is called.
9 Invalid license.
Check the USB license key for the N6061A.

-3 Reserved for future use
Connection failure.

1 An attempt to connect to or control a Logging System or PXT failed.
Check that IP address and ports are correct; that the Logging System
or PXT has not been disconnected and that the ID is correct.

5 Not connected.

Attempting to use an ID that has not been opened.

% File access error.

The specified file does not exist.

-7 Logging buffer is empty

3 Logging stopped unexpectedly.

N6061A_StopLogging() was called but logging was not in progress.

9 Port error.

The specified port number is already in use.

-10 No response

-1 Permission denied

12 File conversion failed.

There was a problem converting the LDM file to HTML.

Example program

User’'s Guide

The follow pseudo-code shows an example remote capture logging session including conversion of the
captured log to HTML. For simplicity, no error trapping is used.

In the example, the N6061A is running on a PC with IP address 192.168.1.135 and the PXT has the IP address
192.168.1.60. The user has chosen UDP port 12345 as the port the DLL will use to communicate with the

NG6O61A.

int LoggingSystemiD;
N6061A Initialize(12345);

LoggingSystemlD = N6061A_ConnectLoggingSystem(*192.168.1.135”, 10003);

N6061A_Connectlnstrument(LoggingSystemlD,”192.168.1.60", 4736);

N6061A_StartLogging(LoggingSystemID, ”C:\temp\mylogfile.ldm™);
// capture logging information until the user stops logging

N6061A_StopLogging(LoggingSystemlD);
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N6061A_Disconnectlinstrument(LoggingSystemiD);
N6061A_ConvertLogLdmToHtml (LoggingSystemID, C:\temp\mylogfile_ldm’);
N6061A_DisconnectlLoggingSystem(LoggingSystemlD);
N6061A_Finalize();
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6 Service and Support

Calling Agilent Technologies

Agilent Technologies has offices around the world to provide you with complete support for your products.
For help, to obtain servicing information or to order replacement parts, contact the nearest Agilent
Technologies office listed below. In any correspondence or telephone conversations, you will need the
product number, full serial number, software revision and Software and Technical Support Contract (STSC)
details.

Press the INFO front panel key to view the product number (E6621A), serial number, and software revision
information and STSC expiry date.
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Locations for Agilent Technologies

Online assistance: http://www.agilent.com/find/assist

If you do not have access to the Internet, one of these centers can direct you to your nearest representative:

If you have a current STSC for the E6621A, you can contact Agilent at the email addresses listed in
“Software and Technical Support Contracts” on page 25.

Should the Declaration of Conformity be required, please contact an Agilent Sales Representative, or the

closest Agilent Sales Office. Alternately, contact Agilent at: www.agilent.com.

Americas

Brazil Canada Mexico

(11) 4197 3600 (877) 894 4414 01800 5064 800
United States

(800) 829 4444

Asia Pacific

Australia India Malaysia

1800 629 485 1800112929 1800 888 848
China Japan Singapore
8008100189 0120 (421) 345 1800 375 8100
Hong Kong Korea Taiwan

800 938 693 080 769 0800 0800 047 866
Other Asian Countries:

www.agilent.com/find/contactus

Europe & Middle East

Belgium Ireland Spain

32 (0) 2404 93 40 1890 924 204 34 (91) 631 3300
Denmark Israel Sweden

4545801215

Finland
358 (0) 10 855 2100

France

0825 010 700"
*0.125 €/minute

Germany
49 (0) 7031 464 6333

972-3-9288-504/544

Italy
3902 92 60 8484

Netherlands
31 (0) 20 547 2111

0200-88 22 55

Switzerland
0800 80 53 53

United Kingdom
44 (0) 118 927 6201

Other Unlisted Countries:
www.agilent.com/find/contactus
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Software and Technical Support Contracts

Software and Technical Support Contracts (STSC) entitle you to software updates and feature
enhancements, as well as direct access to a technical expert for technical support for a fixed period, usually
one year.

The STSC gives you direct access to technical product experts to increase your productivity and minimize the
software difficulties you encounter. These technical support engineers are experts on the E6621A PXT test
set and its complementary software products. They have instant access to instruments and software to
enable them to resolve your issues as quickly as possible. Agilent will investigate all software defects and
operational problems reported through the technical support channel. Upon completion of the investigation,
we will advise you on possible solutions and functional alternatives. Where possible, Agilent will provide
software releases to address problems caused by defects in the firmware or software.

STSCs for the Agilent E6621A PXT

The N6050AS STSC covers the N6050A, N6051A, and N6052A software applications running on the E6621A
PXT wireless communications test set, plus the associated N6061A and N6062A PC software applications.

If you have a Software and Technical Support Contract, there are three methods of accessing your technical

support:
. Web-based support: My Support Center
° E-mail support
o Phone support

For fastest response times, we recommend using the web-based or email access methods as these provide
the most direct route to your technical support expert. All support cases may be viewed and tracked through
the online support center (My Support Center), regardless of how you initially contacted technical support.

Web-based support

You can directly enter and manage your support requests online via
www.agilent.com/find/mysupportcenter.

The first time you use My Support Center you will be asked to create a profile and provide proof of
entitlement. Once your profile is created, you can use the online support center to enter your support
request.

Each support request will be given a unique case number which you can use to track the progress of your
support case. A technical expert will contact you via phone or email (whichever you have stated as your
preferred option) to resolve your issue.

English, Japanese, Korean, and Mandarin local language support is available.
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E-mail support

You can also contact our technical support at the following e-mail addresses:

. wireless_test_support_americas@agilent.com
. wireless_test_support_japan@agilent.com

. wireless_test_support_europe@agilent.com
. wireless_test_support_asia@agilent.com

. wireless_test_support_korea@agilent.com

Your support request will be routed to a technical expert who will contact you via e-mail or phone
(whichever you have stated as your preferred option) to help resolve your issue.

English, Japanese, Korean, and Mandarin local language support is available.

Phone support

If you prefer to speak to someone directly, you can call the Agilent customer contact centers at the numbers
given in the “Locations for Agilent Technologies” section of this document.

The customer contact center will route your request to a technical support expert, who will contact you
about your support request via phone or email. Local language support is available in many countries.
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